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Certificate No.: Validity: 29.09.2030

Sr. No.

Product/ Material to be tested

Parameter/ Type of
test/ Properties
Measured

Standard specifications/
Equipment/Techniques
used

Facility

Discipline

: Software & IT System Gro

up: Testing and Evaluation for Regulatory Compliance

1

Penetration Testing

Spoofing of Messages

ISO/SAE 21434:2021
Clause 11.4, UNECE
R155 Annex 5: 4.1

Permanent

Penetration Testing

Unreliable or Untrusted
source

ISO/SAE 21434:2021
Clause 11.4, UNECE
R155 Annex 5: 6.1

Permanent

Penetration Testing

Man in the middle

ISO/SAE 21434:2021
Clause 11.4, UNECE
R155 Annex 5: 6.2

Permanent

Penetration Testing

Replay attack

ISO/SAE 21434:2021
Clause 11.4, UNECE
R155 Annex 5: 6.3

Permanent

Penetration Testing

Interception of
information

ISO/SAE 21434:2021
Clause 11.4, UNECE
R155 Annex 5: 7.1

Permanent

Penetration Testing

Gaining unauthorized
access to files or data

ISO/SAE 21434:2021
Clause 11.4, UNECE
R155 Annex 5: 7.2

Permanent

Penetration Testing

Denial of service

ISO/SAE 21434:2021
Clause 11.4, UNECE
R155 Annex 5: 8.1

Permanent

Penetration Testing

Malicious internal
messages

ISO/SAE 21434:2021
Clause 11.4, UNECE
R155 Annex 5: 11.1

Permanent

Penetration Testing

Interference with short
range wireless systems
or sensors

ISO/SAE 21434:2021
Clause 11.4, UNECE
R155 Annex 5: 16.3

Permanent

Penetration Testing

External interfaces

ISO/SAE 21434:2021
Clause 11.4, UNECE
R155 Annex 5: 18.1

Permanent

Penetration Testing

Falsify vehicle’s driving
data

ISO/SAE 21434:2021
Clause 11.4, UNECE
R155 Annex 5: 20.4

Permanent

Fuzz Testing

Communication Protocol

Fuzz Testing

ISO/SAE 21434:2021
Clause 10.4.2

Permanent
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Vulnerability Scanning Component Vulnerability| ISO/SAE 21434:2021 Permanent
Scanning Section 8.5
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